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1. Overall Description:

SA2 would like to thank SA3 for their response LS.

SA2 have discussed again several solutions for 5G registration via untrusted non-3GPP access and took an interim decision to consider the solution specified in the attached document as the preferred way forward. Before SA2 take their final decision, they kindly ask SA3 to further study this solution from a security point of view and inform SA2 if they have any security concerns.

SA2 considered also a proposal based on the solution 1.49 in TR 33.899. Several architectural concerns were raised about this proposal including the following: 
· It does not efficiently support registration scenarios that require multiple NAS message exchanges between the UE and the network. Such scenarios can occur, e.g., when the UE attempts registration with a temporary identity and the AMF decides to re-authenticate the UE or to request the UE’s SUPI. 
· In the above scenarios, the IKE AUTH exchange initiated by the UE must be rejected by N3IWF and a new IKE AUTH exchange must be initiated. However, since the UE cannot be sure if the network will start an authentication procedure or not, it cannot determine if the new IKE AUTH exchange should utilize EAP or not.
· It requires the definition of new procedures in the UE and in the network to handle the above rejection cases, including the definition of new IKE error causes.
· It does not align well with the existing registration procedure in TS 23.502 because e.g. it requires different AMF behaviour, requires different signalling messages over N2, etc.
· It may require changes to the Identity Request/Response procedure.

SA2 will continue their work for completing the solution for 5G registration via untrusted non-3GPP access in alignment with the existing registration procedure in TS 23.502. SA2 do not expect SA3 to define a solution for 5G registration via untrusted non-3GPP access but to provide feedback about the security aspects of the attached solution.
2. Actions:

To SA3 group.

ACTION: 
SA2 kindly ask SA3 to take the above information into account and to inform SA2 if they have any security concerns about the attached solution.
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